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letter from
the president

Risk ... Facing risk brings with it the possibility of significant potential gains. However, it also casts
the shadow of losses that may result from it. We’ve dealt with risk since ancient times. The Code
of Hammurabi from 1750 BC is said to have included the first concept of a risk premium on loans
for maritime shipments and commerce.

Since then and throughout the years, we’ve worked to perfect the idea of protecting ourselves

and our organizations against it. Insuring against risk has enabled us to stretch the boundaries
of what is possible. Now, international insurance not only enables global NGOs, international
schools and aid & development organizations to pursue their missions, but also helps to fuel the
kind of global economic growth that has brought hundreds of millions of people out of poverty
throughout the years.

Today, we can deploy mitigation and protection methodologies against risks that were pre-
viously unmanageable. And yet, there’s never been a time in recent history that international
organizations needed insurance protection more.

Growing instability, uncertain outcomes ... Thailand, South Africa, South Korea, Liberia, Kenya,
the Democratic Republic of Congo, Rwanda, Iran, Angola, France, Hong Kong, China ... even
Germany.

These are all countries facing momentous changes to their political order that could
bring new rulers to power in 2017. Such potential changes may engender social turmoil,
even violence, as well as an upending to the business environment in those countries.

Insurance has developed solutions to address the seismic shifts that increasing-
ly accompany government change. Strikes, riots, civil commotion, currency shocks,
and political violence would have been challenging insurable risks some de-
cades ago. Now, we can comprehensively assist clients against all these perils.

Globaleconomicgrowthdependsontakingrisks —andintelligently managingit. Inthe cur-
rent era of political uncertainty, proactive risk management and tailored insurance prod-
ucts are a central piece of the puzzle for every organization that operates across borders.

This new edition of the Clements Worldwide Risk Index provides you with the latest mea-
sures of risk as seen by people like you: managing directors, risk managers and CEOs.
This year, we have added anew category, changesinlegislation,as we have heard that it
is also one of your highest concerns. Legislative risk is joined by political violence, ter-
rorism, and cyber liability inthe following pages — as they are presentinthe real world.

As always, we are here to serve as your partner in managing these risks, as you
continue achieving your important missions and expanding around the world.

Sincerely,

| a2

Chris Beck | President
Clements Worldwide



Clements Worldwide Risk Index

executive summary

Since the previous edition last Fall to the results reported in the current 2017 Winter/ Spring
edition of the Clements Worldwide Risk Index (CWRI), there is a startling 90% growth in the
number of companies stating that they had suffered a political violence event in just the past
12 months. That corresponds to 25% of all 511 respondents in this edition of the CWRI. This is
just one of the indicators pointing to how political disruption, specifically political violence,
terrorism and changes in legislation, are affecting businesses in 2017.

Terrorism has consistently been a top concern for respondents, ranking #2 in our last three
CWRI editions. It is one of the risks respondents feel least prepared to address. This year
for the first time, respondents indicated that concern had transformed into actual losses.
Terrorism ranked as the #2 loss-generating risk, with 12.3% of surveyed participants indicating

it was the source of greatest loss.

Political violence includes a broad
range of perils, such as strikes,
civil commotion, riots, demon-
strations, and so on. Since the last
Fall edition, political violence has
moved up to a top 3 concern. It
retained its ¥4 spot in the rank-
ing of top losses with 10.8% of
respondents. Losses to political
violence have become “standard
operating practice,” suggesting
businesses need to find ways to
address it. Political violence also
joined the top 5 list of risks for
which respondents feel least pre-
pared to address (#4).

Legislation, which rounds out the
trifecta of risks associated with
political disruption, was added
based on reader input. It ranked
third in its first time being tested,
with 11.2% of respondents. Addi-

tionally, 16.6% of respondents list-
ed changes in legislation as their
top concern.

Cyber liability has also been a
consistent risk on the concern list.
This year it is the #1 cause of loss-
es, with 15.3% ranking cyber lia-
bility as their top loss, and 24.5%
ranking it as their top concern.
These four risks share one com-
monality: they are man-made.

Global risks did not just result in

capital losses for respondents;
they are continuing a trend of im-

pacting future business growth.
Despite new insurance products
being available that could help
mitigate international risk, the
number of respondents who an-
swered that concerns about risk
had caused them to delay their
expansion plans has increased
from the previous 27% of respon-
dents who delayed their plans
due to global risks in the begin-
ning of 2016 to 37% in the current
2017 Winter/ Spring edition of the
Clements Worldwide Risk Index.

percentage of respondents experiencing the

following risk event

Winter/ Spring

2016
political o,
‘ violence 16%
cyber 31%
liability Y

Summer/ Fall Winter/ Spring

2016 2017
20% 25%
PASY 34%



Clements Worldwide Risk Index (CWRI), 4t edition (Winter/ Spring 2017)

about CWRI

Clements Worldwide conducted anonline survey from November to December 2016, targeting
executives at multinational organizations who are responsible for global risk management
within their organizations. Respondents to this survey represented the IT, manufacturing,
construction, government, banking, transportation, NGO, tourism, education and oil and gas
sectors. This year, 511 companies responded to the survey, up from 409 for this survey’s 3
edition, in the Summer/ Fall 2016.

The goal of the Clements World-
wide Risk Index has been to pro-
vide actionable data on risks that
produce significant losses for
global operations versus risks
that may be perceived as most
concerning, but may not actu-
ally be causing major financial
dislocation across international

iIndustry sector
breakdown across
participants

IT 92 18%
manufacturing 84 16%
construction 67 13%
government 52 10%
NGOs 44 9%
transportation 44 9%
banking 44 9%
UN / contractors 20 4%
international schools 19 4%
tourism 16 3%
oil & gas 14 3%

none of the above 15 3%

organizations. However, such per-
ceptions may portend future mit-
igating action against those risks
by responsible managers. This
information should be used by
risk managers to adequately plan
for expansion and foster global
growth. At Clements, we are com-
mitted to providing unique solu-

participant global
revenue range

tions to such risks, allowing our
customers to continue to expand
globally, including into high-risk
markets.

participant company
global headcount

$50M - more 37% more than 1,000 42%
$10M - $50M 30% 251-1,000 28%
$1M - $1OM 28% 101 - 250 22%
less than $1M 5% 0 -100 8%

percentage of organizational activity per

region

North America
87%

Central & South
America

66%

Europe
83% Asia

Middle East e

60%

Africa
53%

Oceania
53%



risk analysis

political violence

One in four global organizations experienced a political violence event in the past six months,
which was a 56% increase from a year ago, according to a comparative analysis of the last
two editions of the Clements Worldwide Risk Index (CWRI). The current issue (Winter/Spring
2017) indicates that the highest percentage of those events took place in Europe, against
conventional wisdom that political violence tends to happen in the Middle East, Africa or
even Latin America. A total of 22.7% of respondents said they had experienced an incident
of political violence in their operations in Europe, whereas 21.1% reported a political violence
incident in the Middle East. In Africa, reported cases of political violence had an impact on
17.2% of the businesses surveyed.

It appears that violent polit-
ical events such as riots, civ-
il unrest and labor strikes are
occurring more frequently,
and are no longer isolated to
known, politically unstable hot
spots. This past year, Europe
has seen terrorist attacks in
France, Germany and Belgium.
In the aftermath of these at-
tacks, businesses in Europe
are becoming increasingly
concerned about how these
violent acts are affecting their
operations.

The leading concern for busi-
nesses when it comes to politi-
cal violence was the uncertain-
ty around elections, specifically
protests around elections, and
the disruptive impact this may
have on businesses. Some
27.2% of respondents indicat-
ed they are worried about the

impact of elections in coun-
tries where they operate, up
from 19.1% the year before.

Companies have legitimate
reasons to be worried about
the potential violence associ-
ated with elections as history
has demonstrated.

e Ahead of the Manipur assem-
bly elections in India in March
2017, several candidates re-
ceived threats and were at-
tacked with bomlbs and guns
by unidentified individuals,
police reported at the time.

* In Ghana after the election
results were announced
in March 2017 and Nana
Akufo-Addo was declared the
president-elect, widespread
violent protests took place.

e The Kenyan government re-
cently agreed to pay £4.2
million  compensation to
Rwandan and Ugandan firms
after post-election violence
in 2007 and 2008 in Kenya
led to large losses for those

firms. Around 1,200 people
died and 600,000 were dis-
placed in clashes that erupt-
ed after the poll. Talk has now
turned to ensuring this does
not happen again in their next
election, according to news
sources.

Many notable elections are
set to dominate the news in
the coming year, and many of
them are expected to be con-
troversial and could result in
protests and riots. Elections
across Europe in 2017 are ex-
pected to see gains for pop-
ulist parties in France, ltaly
and Germany. Other import-
ant elections taking place this
year include Iran’s presidential
election in May; Rwanda’s and
Kenya’s general elections in
August; South Korea’s presi-
dential election in May (follow-
ing the recent impeachment of
President Park); China’s Polit-
buro Selection and Thailand’s
general election in late 2017.

Businesses should prepare
now for potentially violent po-
litical disruption that might oc-
cur around these elections.



Another emerging risk is cur-
rency fluctuations, with 19% of
respondents answering they
were concerned about the
losses they might incur due
to currency fluctuations in the
countries in which they do
business.

Currency fluctuations are the
chief area of concern for mem-
bers of the oil & gas (35.7%),
tourism (31.3%) and banking
(29.5%) - all of these indus-
tries operate across multiple
jurisdictions and are signifi-
cantly affected by changes in
exchange rates.

Another major concern for
business is the threat of an
economic downturn and sub-
sequent public unrest and
demonstrations. Some 16.2%
of respondents in this survey
were concerned about the im-
pact of an economic downturn
on their operations, up from
10% the year before.

In the World Bank Group’s
Global Economic Prospects,
it is reported that stagnant
global trade, subdued invest-
ment, and heightened policy
uncertainty marked a difficult
year for the world economy.
The World Bank indicates that
growth in advanced econo-
mies will increase by 1.8% in
2017, and that emerging mar-

kets should grow by 4.2% this
year, but the overall outlook is
clouded by policy uncertainty
in major economies. The World
Bank also noted that key risks
for businesses stemmed from
heightened policy uncertainty
in major economies, which wiill
be addressed in the changes in
legislation section.

This CWRI edition also points
to some industries being more
concerned than others by
movements in the economy.
The threat of an economic
downturn caused the largest
amount of concern for those
in the construction industry.
With 37.3% of respondents in
this industry worried about the
disruptive effects of a failing
economy on their business.

The global refugee crisis is also
beginning to impact business
operations, with 11.2% of re-
spondents citing the refugee
crisis and subsequent political
violence events as a cause for
concern, up from 8.2% the year
before. A substantial 28.6% of
respondents in the oil & gas
sector cited the refugee crisis
as a politically disruptive event
that is likely to impact their
businesses in the coming year.
Notably, a significant number
of respondents in government
agencies (15.4%), international

schools (15.8%) and IT organi-
zations (14.1%) all expected the
refugee crisis to be the chief
cause of political disruption in
their businesses in the coming
year.

The violence, controversy and
uncertainty associated with
the refugee crisis is clearly
a top cause for concern for
businesses. So much so that
recently, the United Nation-
al Refugee Agency and the
UN Global Compact called on
global organizations to cre-
ate a more welcoming envi-
ronment for refugees through
skill development and employ-
ment.

The impact of globalization,
the global economic down-
turn and the increase in reli-
gious extremism, among other
things, have changed the world
and how businesses operate
in it. Political violence and its
disruption to business is now
commonplace and organiza-
tions around the world have no
choice but to ensure their em-
ployees and assets are proper-
ly protected in all the countries
in which they do business and
that their business strategies
adequately take into account
the various risks.




10

risk analysis

changes In legislation

The age of legislative and regulatory uncertainty has dawned. The rise of nationalism,
changing governments and corresponding changes in policy, trade barriers rising and falling
and currency fluctuations, are now all key risks of doing business, not just in emerging
markets but around the globe. Legislative is a sub-component of political risk, defined as
the risk to businesses from political instability or political change in countries. Legislative
uncertainty is partially caused by changes in government, which often lead to new policies
and fluctuations in foreign exchange rates, but may also be a result of existing governments
responding to economic slowdowns or other socio-economic factors.

According to Daniels, Rade-
baugh, & Sullivan, the common
types of political risks are sys-
temic, procedural, distributive,
and catastrophic. Systemic
political risk refers to changes
in government policy and leg-
islation that might impact a
business. It might also refer to
changes in the economy such
as a downturn, which will influ-
ence an organization’s ability
to make money in that coun-
try. Procedural political risk re-
fers to the cost of complying
with a host country’s laws and
regulations as well as the lev-
el of corruption found in that
country. Distributive political
risk refers to public interest
conditions placed on multina-

tional businesses by the host
country. As foreign investors
in a host country set up busi-
nesses and start to generate
profit, the country might look
at how this is impacting its citi-
zens and introduce laws ensur-
ing they also benefit from any
investment. All of these risks
are closely tied to legislative
uncertainty.

The fourth type of political
risk, catastrophic political risk,
is defined as the large and un-
planned political changes in a
country that affect how busi-
nesses operate there. This in-
cludes conflict and war, which
may make it difficult or dan-
gerous for organizations to
continue to operate there. For
the purpose of the Clements
Worldwide Risk Index, this is
more closely tied with political
violence.

The election of Donald Trump
in the United States, for exam-
ple, has come with a shift to-
wards protectionism in global
trade policy. In addition, the
closing of borders, the pro-
posed implementation of trade
barriers and the cancellation
of multilateral trade deals all
signal that nationalist interests
will take precedence over an
integrated global economy. In
general, there has been a reviv-
al of interest in trade restrictive
measures around the world as
protectionism and nationalism
take hold. These policy chang-
es increase risks to businesses
which must ensure they remain
legally compliant by monitor-
ing every country where they
operate for new regulations
and legislation. They have to
comply with various tariffs,
taxes and sanctions imposed
by countries where they do
business.



According to the survey,
changes in legislation and reg-
ulations are a top loss and con-
cern for all respondents with
11.2% ranking it as their top loss
(*3 ranking) and 16.6% answer-
ing that it is their top concern
(*4 ranking). Additionally, five
industries ranked changes in
legislation and regulations as
either their #1 or #2 loss, includ-
ing oil & gas (21.4%), IT (16.3%),
banking (15.9%), international
schools (15.8%), and manufac-
turing (8.3%).

The potential large losses for
companies operating in ar-
eas of political and legisla-
tive uncertainty are outlined
in a report by FTI Consulting
- What companies do right
(and wrong) in emerging mar-
kets, which surveyed 140 North
American and European-based
companies with revenues over
$1 billion. The report found that

along with potential growth,
large emerging market invest-
ments can generate huge loss-
es - more than $1 billion per
company over the past five
years. The report said that the
losses stemmed from regulato-
ry violations, loss of business
and fines resulting from brib-
ery and fraud, and reputational
damage from business opera-
tions in emerging markets.

Walmart, one of the world’s
biggest multinationals, has in-
vested heavily in infrastruc-
ture and e-commerce around
the globe. Walmart used the
Worldwide Governance Indi-
cators from the World Bank to
evaluate how factors like gov-
ernment effectiveness, the rule
of law, control of corruption
and government stability af-
fected the risk of non-compli-
ance in facilities in a particular
country. This global organiza-

tion is clearly feeling the im-
pact of global legal compliance
and the need to be prepared
for the risks inherent in having
an international presence.

As multinationals continue to
spread across the globe, we
can expect legal compliance
and political uncertainty to
grow in complexity and cre-
ate increasingly complicated
risks for businesses operating
across borders. Some of these
risks, but not all, are insurable.
Including insurance as part of
an overall risk mitigation plan
is crucial.
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risk analysis

cyber liability

Cyber liability refers to the losses suffered by businesses due to risks relating to information
technology infrastructure and activities. These may include losses due to breaches to data
and privacy, hacking and extortion liability, security fees and professional advisory fees
following a cyber attack. Just over 15% of respondents in this survey said that cyber attacks
had caused their biggest business losses in the last year and 24.5% said it was their biggest
cause of concern in the coming months.

Cyber crime is no longer about
lone cyber attacks and petty
credit card fraud. The crime has
grown into a full-fledged indus-
try with massive organizations
manned by highly experienced
IT experts. The industry has
become so sophisticated that
new and frightening ways to
steal and use an organization’s
information are being exposed
daily. The evolution of financial
cyber crime means that it is no
longer lone PC users that are
targeted but rather high-value
financial institutions and mul-
tinational organizations. The
industry has grown from single
instances of credit card fraud
to the hacking of large corpo-
rate databases and payment
systems, creating heavy losses
for the victim organizations.
Also, gaining in frequency is
cyber extortion and ransom-

ware, which force businesses
to pay up by holding hacked
information hostage.

In the survey, certain industries
are shown to have suffered
more than others. Predictably,
the IT and banking industries
suffered the highest losses due
to cyber attacks in the last six
months, with 25% of respon-
dents in both sectors saying
cyber attacks were the top
cause of loss for their business.
The construction industry was
also targeted by cyber attacks,
with 22.4% of respondents cit-
ing this as their biggest busi-
ness loss.

Yet, despite the numerous
high-profile cyber attacks in
the last year, many organiza-
tions do not have cyber lia-
bility protection. While cyber
security was listed as both the
#1 cause of business loss in the
last six months, as well as the
#1 source of concern among
respondents, cyber ranked in
the top five risks that organi-

zations felt the least prepared
to address.

Last year, British government
research into cyber securi-
ty showed that two-thirds of
large companies in Britain had
experienced a cyber breach
(Department for Culture, Me-
dia & Sport and Ed Vaizey MP).
The country subsequently
launched the National Cyber
Security Centre, which urged
Britain’s businesses to better
protect themselves from cy-
ber criminals. It was found that
only half of all firms in the UK
had acted to reduce their vul-
nerability.

According to the A.T. Kear-
ney Foreign Direct Investment
Confidence Index, two-thirds
of executives today are wor-
ried about cyber attacks and
the global losses due to cyber
crime, which range from $375
billion to $575 billion annual-
ly. Unless businesses protect
themselves, they will become
increasingly vulnerable to a
fast moving and expensive
threat that does not appear to
be receding.



risk analysis

terrorism

Terrorism is widely described as the use of violence and intimidation against civilians that is
politically motivated. In this survey, 23.3% of respondents said they were concerned about
the effects of terrorism on their businesses, ranking it #2 behind cyber liability, slightly down
from 25.2% last year. Terrorism also ranked #2 for top losses faced by organizations at 12.3%.
In addition, around 10% of respondents (¥2 ranking) still felt completely unprepared for the
impact of terrorism on their businesses, despite this being one of the top causes of loss and

a concern for respondents.

The threat of global terrorism
shows no signs of abating. Ac-
cording to a report by A.T. Ke-
arney entitled Divergence, Dis-
ruption, and Innovation Global
Trends 2015-2025, the con-
tinued fragmentation of glob-
al power and the rise of new
global challenges has created
an increasingly volatile, com-
plex and uncertain world. The
report stated that the geogra-
phy of violent extremism had
spread significantly over the
past decade, with the most ac-
tivity occurring in Syria, Iraq,
Yemen, Lebanon, Somalia, Lib-
ya, Mali, Nigeria, Afghanistan
and Pakistan. The report said
there were also smaller threat
cells around the rest of the
world, including within G-20
nations.

In addition, the Global Peace
Index 2016 states that deaths

from terrorism have increased
by 80% from 2015 to 2016. The
report noted that there were
signs that terrorism was be-
coming more common around
the world, with almost every
region seeing an increase in its
terrorism impact score from
2008 to 2016. According to
the Institute for Economics &
Peace, acts of terror cost the
world $89.6 billion in 2015.

In terms of industries that are
affected by terrorism, the con-
struction, transportation and
government sectors all ranked
terrorism as their biggest con-
cern and one of their top loss-
es. Twenty-two percent of re-
spondents in the construction
industry identified terrorism
as the biggest cause of busi-
ness loss. In addition, 15.9% of
those in the transport industry
and 13.5% of those in the pub-

lic sector cited terrorism as a
top loss. It appears that mul-
tinational organizations with
extensive networks across the
world are the most concerned
about the threat of terrorism
on their businesses.

As the global risk of terrorism
grows and spreads, businesses
must ensure that they protect
their assets and their employ-
ees from a range of seismic
events that could cause loss
of life and destroy profits. The
new business reality is that po-
litical disruption and violence
insurance coverage is no lon-
ger a luxury and as the threat
continues to grow, businesses
are taking a dangerous risk if
they do not have adequate
protection in place.

B
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industry focus

I'T
organizations

In this edition of the Clements Worldwide Risk Index, 18% of
total respondents operate in the IT industry. Their responses
on the Index’s top categories differed in some key areas from

overall respondents.

TOP TOP LEAST
LOSS CONCERN PREPARED
industry/ industry/ industry/
overall overall overall

cyber cyber kidnap &
liability liability ransom

2 Y& 5

changes in personnel terrorism
legislation medical needs risk

$

changes in political
legislation violence

Worldwide IT spending is forecast
to reach $3.5 trillion in 2017, up 2.9%
from 2016, with software and IT ser-

professional professional disease vice segments leading the growth.
liability liability risk .
The revenue is concentrated over-
whelmingly in North America and
5 a Western Europe with over 70% and
. Asia Pacific contributing almost 20%
terrorism general fleet

(Gartner, 2016; Accelerance, 2017).

risk liability



Sha_re breakdown of IT services spending worldwide in 2015 by
region

4% 3% %

North Latin
America America
L— Western MENA
Europe

‘ Central

Asia & Eastern
Pacific Europe

32%

Source: Accelerance, 2017

Given the relatively digitally native nature of their businesses, it is not surprising that survey respon-
dents from the IT segment suffer from cyber liability events at a higher proportion than the rest of

the respondents.

overall 33.5% ‘
this industry 45.7% \

Other differences in the top losses and concerns categories generally relate to staff costs and liabil-
ities, including workers’ compensation, professional liability, general liability and personnel medical
needs. In the IT industry, however, responses did not show a greater propensity to experience more
lawsuits than the average of survey respondents.

overall 18.4%
this industry 15.2%

Payroll tends to represent a higher percentage of overall expenses across the IT industry compared
to manufacturing, for example, which had the second largest number of respondents to the survey.
That may account for the increased costs and concern for staff-related exposures.



While IT is certainly a global industry, responses show a revenue concentration in North America and
Europe. An additional element to consider as it relates to global supply chains, is the outsourcing
component of IT.

Global outsourcing industry revenue from 2010 to 2015, by service
type (in billion U.S. dollars)

40 I I I I I .
678 66.4 62.6 /01 63.5
20 55.2 L
O ] ] I ] ] |
2010 20M 2012 PAOIK 2014 2015
‘ ionformati_on technology business process
utsourcing outsourcing

Source: Accelerance, 2017

Perspective on Political Violence _

. 5 q currenc
The IT industry mirrors overall respondents as it relates to what ﬂuctuat?/ons 19.0% 16.3%

respondents see as the most likely political and labor unrest they e ——

16.2%  13.0%

expect to experience in 2017. It is interesting that this segment is downturn

slightly less concerned about currency fluctuation and economic elections 272%  261%

downturn as this could have a significant effect on business labor strikes 72%  9.8%

operations. This sector is slightly more concerned about labor looting 0.8% 11%

strikes, which could be extremely costly in the outsourcing sector, SR n2%  141%

and refugees riots 14%  22%
terrorism 13.5% 14.1%

war 3.5% 3.3%
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industry focus

manufacturing
organizations

In this edition of the Clements Worldwide Risk Index, 16.6%
of total respondents were from the manufacturing industry
and their results on top categories differed in key areas from

overall respondents.

TOP TOP LEAST

LOSS CONCERN PREPARED
industry/ industry/ industry/

overall overall overall

] = ¥
cyber cyber kidnap &
liability liability ransom

political terrorism disease
violence risk risk
[
disease changes in terrorism
risk legislation risk

A group travel political
disaster accident violence
changes in political personnel
violence medical needs

legislation

The Global GWP is USD 74 trillion
and almost 15% of that is composed
of manufacturing services, accord-
ing to the World Bank. In most de-
veloping countries, the share of man-
ufacturing to GDP is closely watched
because manufacturing jobs are on
average much better paid than oth-
er jobs. In 2015, the average manu-
facturing worker in the United States
earned $81,289 annually, including pay
and benefits. The average worker in all
non-farm industries earned $63,830

(NAM, 2016).



The top 10 manufacturing powerhouses are dominated by North America and Asia, with only the UK
and Germany making it into the top 10. Asia dominates the up-and-comers.

Global CEO survey: 2016 global manufacturing competitiveness
index rankings by country

1 China 100.0 1 A US 100.0
2 US. 99.5 2 China 93.5
3  Germany 93.9 3 = Germany 90.8
4  Japan 80.4 4 = Japan 78.0
5 South Korea 76.7 5 A India 775
6 UK 75.8 6 South Korea 77.0
7  Taiwan 729 7 A Mexico 75.9
8 Mexico 69.5 8 UK 73.8
9 Canada 68.7 9 Taiwan 721
10 Singapore 68.4 10 Canada 681
M India 672 1 Singapore (SYAS)
12 Switzerland 63.6 12 A Vietnam 65.5
13 Sweden 621 13 A Malaysia 621
14 Thailand 60.4 14 = Thailand 62.0
15 Poland 591 15 A Indonesia 61.9
16 Turkey 59.0 16 Poland 61.9
17 Malaysia 59.0 17 Turkey 60.8
18 Vietnam 56.5 18 Sweden 59.7
19 Indonesia 55.8 19 Switzerland 591
20 Netherlands 557 20 A Czech Republic 57.4

Source: Deloitte, 2016

The Asian markets are less likely to see terrorism as a high threat, but have numerous examples
related to political violence creating business disruption, including protests and civil commotion,
notably in Thailand in recent years. Additionally, in the Asian markets natural disasters, particularly
earthquakes and tsunamis, are a top concern.

The complexity of global supply chains and the fluidity of trading partners drive the importance of
business interruption as a key risk. As the next chart represents, both customers and suppliers will
exist in complex manufacturing webs. What this means for risk is that it is essentially expanded, as
the top risks a managing director must look at in Europe are very different than those in Asia Pacific.
While most companies try to assure they have built redundancies in their supply chain, such as an
alternative coffee source from Vietnam if a monsoon halts distribution, that is not always possible.



Mapping the global supply (suppliers/ customers)

Canada
35%/48% Europe
i 56%,/55%
77%/73%
Africa &
Middle East
14%/36%

South America
25%/38%

Percentages of companies having suppliers/ customers in each region.
Source: Aberdeen Group, 2017

Asia Pacific

63%/31%

Australia
& Pacific
14%,/36%

An epidemic or earthquake in one part of the world could affect the ability to deliver to customers in
another, again highlighting why losses from natural causes are more predominant, such as diseases
and natural disasters for this business sector. Globalization and vulnerability to natural phenomena
results in significant concerns around business interruption for this industry, more so than for other
sectors. The actual stated number of business interruption events, however, is not significantly high-

er than overall responses.

overall 12.9%

this industry 14.3%

Perspective on Political Violence

The manufacturing industry mirrors overall respondents as it re-
lates to what respondents see as the most likely political and la-
bor unrest they expect to experience in 2017. It is interesting that
this industry is slightly less concerned about economic downturns
as manufacturing production might see slowdowns with a poor
economy. This industry is slightly more concerned about currency
fluctuations and terrorism. Interestingly, this segment was much
less likely to experience a political violence event than overall re-
spondents, with only 13.1% of this industry citing a political vio-
lence event versus 25% of all respondents.

currency

fluctuations 125070 e
Cej‘;%”rf’trl?r'rf 162%  11.9%
elections 272%  25.0%
labor strikes 7.2% 71%
looting 0.8% 2.4%
(VS 1.2% 8.3%
riots 1.4% 3.6%
terrorism 13.5% 16.7%

War

3.5%

1.2%




Delayed expansion
plans

The manufacturing industry is
not any more likely than overall
population to delay expansion
plans in 2017.

overall respondents 37%
this industry 36.9%
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industry focus

construction
organizations

In this version of the Clements Worldwide Risk Index, 131% of
total respondents were from the construction industry and
their results on top categories differed in key areas from

overall respondents.

TOP TOP LEAST

LOSS CONCERN PREPARED
industry/ industry/ industry/

overall overall overall

political terrorism terrorism
violence risk risk
2
cyber political kidnap &
liability violence ransom

The Global GWP is USD 74 trillion
and almost 10% of that is composed
of construction services (KHL, 2016).
Additionally 10% of gross written
premiums in insurance are aimed at

terrorism cyber political
risk liability violence

4 construction services. Construction
% industry growth trends very closely
disease kidnap & cybs to overall GWP and is primarily driven
risk ransom liability _ _
from the developing markets, partic-
ularly in the Middle East and Africa,
5 Y@ which is expected to overtake Asia
Pacific as the growth markets for the

natural professional professional

disaster liability liability segment.



While economic powerhouses such as the U.S. and China continue to dominate the construction
market, much of the growth in this industry is coming from Africa and the Middle East, where devel-
oping economies have a greater demand for buildings and infrastructure. However, industry players
in this segment see potential risks such as political violence and terrorism concerns as challenges
affecting their expansion plans.

Top 10 fastest-growing construction markets
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Five-year construction investment risk score

Source: IHS, 2015

Specifically, this sector has experienced more political violence events over the past 6 months when
compared to other industries, as reported in this edition of the CWRI:

overall ASY S
this industry 31.3%

The construction supply chain is truly global, with different regions and companies dominating dif-
ferent sub-sectors of the industry. The complexity of these supply chain networks creates consid-
erable disruption if there is a catastrophic event within a certain region. The construction industry
ranks natural disasters as the #4 highest loss-generating risk, with 19.4% of respondents indicating it
as such.



Projected top 10 markets by subsector (2018)
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1 Canada Canada Mexico China Mexico
2 Mexico Mexico Canada Canada Canada
3 China China Saudi Arabia Mexico China
4 Saudi Arabia Korea UAE Japan UK
5 Germany Saudi Arabia Taiwan Vietnam Korea
6 UK Germany UK UK Australia
7 Brazil Japan Venezuela Italy Brazil
8 Australia UK Korea Turkey Japan
9 Japan Taiwan Australia Australia France
10 France Netherlands South Africa Spain Germany

Source: US. Department of Commerce/ International Trade Administration, May 2016
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Another area where respondents in this industry differ from others is in regard to having experi-
enced medical evacuations, expressing a higher percentage rate of occurrence. This likely is a result
of the physical nature of construction work, and the potential likelihood of employees being more

prone to accidents than desk workers in other industries.

overall 26%

this industry 34.3%

Other risks that rank in the top 5 in the losses category for this industry are general liability and
professional liability. That is reflected in the frequency of lawsuits for this sector over the past six

months in comparison to overall respondents.

overall 18.4%

this industry 25.4%

Perspective on Political Violence

This industry differs from the overall respondents as it relates to
what respondents see as the most likely political and labor unrest
they will experience in 2017. There is a much stronger concern re-
garding an economic downturn. This may reflect the greater in-
terconnectivity of construction to economic growth. Unlike other
industries such as manufacturing that may experience a lag effect,
construction is typically immediately affected when growth slows.
As it relates to all other categories, particularly elections, construc-
tion seems less concerned than the general population about po-
litical risk or violence.

?l“”e“q/ 190%  17.9%
uctuations

g‘ﬂ‘r?tr&‘r'ﬁ 162%  373%
elections 27.2% 1.9%
labor strikes 7.2% 9.0%
looting 0.8% 0.0%
refugees 1.2% 9.0%
riots 1.4% 1.5%
terrorism 13.5% 11.9%
war 3.5% 1.5%
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Delayed expansion
JENS

The international construc-
tion industry is much more
likely than overall respondent
population to delay expansion
plans in 2017. This sector is only
second to oil & gas regarding
their plans to delay expansion.
Based on their concerns de-
scribed in this section, this is
probably directly connected to
their concerns regarding eco-
nomic slowdowns.

T

overall respondents 37%
this industry 52.2%
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industry focus

government
organizations

In this version of the Clements Worldwide Risk Index, 10.2%
of total respondents were from the government industry and
their results on top categories differed in key areas from

overall respondents.

TOP TOP LEAST
LOSS CONCERN PREPARED
industry/ industry/ industry/
overall overall overall
1 (3
terrorism terrorism kidnap &
risk risk ransom ) )
Government agencies operating

abroad promote their respective

2 ;j}% country overseas, pursuing national
cyber oolitical orofessional security initiatives and engaging in
liability violence liability international trade and humanitarian

activities in many parts of the world.

3 & There are several categories that ex-

) emplify where government agencies
disease cyber pusiness would operate and spend money

risk liability interruption
outside of their host country. Some

4 & & of those categories are defense, op-

eration of embassies, and foreign aid.
property kidnap & property For the U.S., these categories represent
damage ransom damage more than $350 billion of spend.

In the United Kingdom, UK DfID, a gov-
ernmental organization focused on hu-
manitarian work, is budgeted to pro-
vide over £12.2 billion in aid in 2017.

personnel personnel
medical needs medical needs




The United States government recently approved budgets for the following initiatives:

» U.S. Department of State: FY2017 requested budget was $50.1 billion with overseas contingency
operations fund set at $14.9 billion

» USAID assistance is $22.7 billion, of which $11.0 billion is in core USAID-managed accounts: De-
velopment Assistance, Global Health Programs-USAID, International Disaster Assistance, Food for
Peace Title Il, Transition Initiatives, Complex Crises Fund and USAID Administrative Expense ac-
counts

* U.S. Department of Defense: total overseas contract obligations for FY2015 totaled $275 billion,
more than all other agencies combined with 44% on services, 47% on goods, 9% on research &
development. For 2017, government appropriations budget for this category is expected to grow
by more than 15%

The above funding includes renewed commitment to named projects in support of a democratic
Ukraine, supporting Israel and Jordan, and the U.S. strategy in Central America, Afghanistan and Pa-
kistan. Aid activity, both from the U.S. and other large aid providers like the UK, also generally occurs
in countries that lack the healthcare infrastructure and other support systems typically available in
Western markets.

Largest country recipients of Official Development Assistance from
the UK (¢in million £)

Pakistan 351.4

Ethiopia 334.1

Nigeria 253.5

Sierra Leone PARRS]

South Sudan _ 205.2

Syrian Arab Republic _ 201.6
Tanzania [ 1997
Afghanistan _ 199.6

Bangladesh ISYAS

India 150.4

Source: www.theweek.co.uk, 2017

Therefore, it is no surprise that medical evacuations may occur at a higher rate than other industries,
given activities described for the government industry, including aid, security and embassy work.

‘ overall ‘ 26% ‘ ‘ overall ‘ 33.5% ‘
\ this industry \ 69.2% \ \ this industry \ 481% \

One of the top losses and concerns for government organizations is cyber liability and this is sup-
ported in the number of events the government industry experienced.



Per a major report, 36% of all cyber attacks in 2015 targeted government organizations. The focus
of such attacks is to break down system integrity thus causing wider leaks and increased media and
public negativity towards government institutions. (Control Risks, 2016)

Industries targeted (% total cyber attacks)

government financial

26%

retail oil & gas

telecommunications

16%
Source: Control Risks, 2016

The latest Clements Worldwide Risk Index identified that government entities are much more likely
than other organizational types to experience a political violence event. There has been an increase
in smaller, targeted acts of terrorism in a diverse spread of territories and locations. Domestic pop-
ulations, as a result, feel threatened and frustrated by a perceived lack of action from their govern-
ment. This in turn may create unrest among the resident populations and can lead to an even further
increase in political violence. As such, government agencies might suffer more violent attacks and
need to ensure their assets and staff are suitably protected.

overall 25%
' this industry 53.8%

Perspective on Political Violence _

. . . . currenc

The government industry is more concerned about the likelihood of ﬂuctuat?/ons 19.0%  3.8%
disruptions around elections. With the number of major elections - oo o
. . . . (o] . (o]

around the world slated for 2017, there is the opportunity for sig- downturn
nificant turmoil. Governments are reportedly less concerned about elections 272%  36.5%
currency and economic downturns even though these geo-politi- labor strikes 72%  58%
cal disruptions could have significant security impacts. looting N
refugees 1.2% 15.4%
riots 1.4% 0.0%
terrorism 13.5% 15.4%

war 3.5% 15.4%




Delayed expansion
plans

The Government industry is
much less likely than the over-
all respondent population to
delay expansion plans in 2017.
This is not surprising. From
defense to aid, government
spending and financial commit-
ments often remain stable in a
challenged political and risk en-
vironment.

overall respondents 37%
this industry IS
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industry focus

non-governmental
organizations

In this version of the Clements Worldwide Risk Index, 8.6% of
total respondents were from the non-governmental industry
and their results on top categories differed in key areas from
overall respondents.

TOP TOP LEAST
LOSS CONCERN PREPARED
industry/ industry/ industry/
overall overall overall
An ever-increasing number of
non-governmental organiza-
1 q ¥ g tions (NGOs) are operating inter-
personnel political kidnap & nationally, including in high-risk
medical needs violence ransom locations. Just one source reports

2 @o O

natural kidnap & cyber
disaster ransom liability

over 2,600 NGO projects under-
way conducted by over 100 differ-
ent organizations. The majority of
these missions focus on providing
aid relating to health in developing

countries. Education is the second

3 & -1 most active mission type, with over
terrorism terrorism terrorism 600 projects in action, providing the

risk risk risk knowledge and tools to help individ-

uals on a ground level.

: @

$4,499,265,131
property personnel
damage medical needs
$2,488,322,43]1
5 (@)
- gets: $480,529,484

business natural disease

interruption disaster risk (NGO Aid Map, 2017)

» Total projects estimated budgets:

Health projects estimated budgets:

Education projects estimated bud-




The geographical spread of NGO activity is wide and far-reaching. Projects are ongoing in areas that
many would choose to avoid due to natural disaster, political unrest or conflict. In Haiti, for example,
there are over 90 active projects focusing on health and education alone. Moreover, since Hurricane
Matthew hit Haiti in 2016, more economic and structural development projects were initiated. Given
their areas of operations and nature of work, it is not surprising that the top losses and concerns
from NGOs differ than overall respondents.

NGO projects around the world

Source: NGO Aid Map, 2017

Tied for reported top losses for NGOs, along with natural disasters and terrorism, is personnel med-
ical needs. NGO losses resulting from those three risks, unless they are mitigated further, will likely
continue as increased political unrest, potential terrorism activity and even environmental events
will surely re-occur. Proper training, and the coverage of health insurance and personal accidents for
overseas-based staff is critical for NGOs, as part of their duty of care. This edition of the Clements
Worldwide Risk Index highlights the fact that international NGO staff were much more likely than
staff in other segments to experience a medical evacuation.

overall 26%
this industry 36.4%

According to an industry source, in the last 10 years there have been over 280 international workers
wounded while on a mission abroad. The next chart shows that many of these incidents have taken
place in areas of conflict such as Afghanistan and Sudan. It’s unlikely that NGOs will stop the vital
work they do in high-risk locations, suggesting that personal accidents and related medical costs wiill
remain a major source of costs and losses for NGOs if they are not properly insured against them.



Afghanistan 63 Haiti 9
Sudan 29 Pakistan 9
South Sudan 26 DR Congo 8
Somalia 23 Central African Republic 7
Yemen 14 Libya 5
Chad N Indonesia 4
Syrian Arab Republic N Niger 4
Kenya 10

Source: Humanitarian Outcomes, 2017

Another point to note is that NGOs responded that they had experienced a recent lawsuit more often
than in other industries, yet they did not rank any liability protection as a top concern. Given their pub-
lic exposure, NGOs would be well served to be fully cognizant of their liability risks and ensure they are
getting the protection they need against them.

overall 18.4%
this industry Y

Perspective on Political Violence

Participating NGO respondents also indicated that terrorism rep-
resented a top loss-generating risk for them. Political violence and
terrorism were both major concerns (ranking #1 and #2 respective-
ly). This is validated by responses from NGOs that stated they ex-

perienced more political violence-related events than other indus- _
tries.

overall 25%

this industry 31.8%

_ : , el 19.0%  182%
This industry also differs from the overall respondents in terms of fluctuations : :
what respondents see as the most likely political or labor unrest economic 162%  18.9%

. . . . . downturn : :
they will experience in 2017. Members of this segment responded in WO
. . . - . elections 27.2% 50%
higher numbers that violence around elections will likely occur this
.. . labor strikes 7.2% 4.5%
year, compared to responses from participants from other indus- :
, : : looting 0.8% 0.0%
tries. In contrast, NGO respondents did not show major concern
gi ; ) refugees 1.2% 2.3%
regarding refugees or terrorism. o GO
terrorism 13.5% 2.3%
war 3.5% 4.5%




Delayed expansion
plans

NGOs are slightly less like-
ly than the overall respondent
population to delay expansion
plans in 2017. This is not surpris-
ing given their willingness to
work in riskier places and some-
times under uncertain circum-
stances in the field.

overall respondents 37%
this industry 34.1%
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ooking ahead

As businesses grow and spread across the globe, so does their business risk. The rise in global political
instability is causing major disruption to businesses, which is not expected to ease. Political instability
and regulatory changes, coupled with the increase in cross-border business transactions, are generating
expensive legal compliance risks. Terrorism, previously mostly confined to high-risk areas of the world,
is spreading into every jurisdiction. Furthermore, the threat of cyber attacks grows at the same pace
as technology. In an increasingly complex and unstable world, risk management and global insurance
protection are now vital for business survival.

This report outlined some of the key risks and concerns facing multinational businesses today. More
importantly, it identified major loss drivers for global businesses. Each organization should carry out
their own risk assessment, incorporating the key issues addressed here. They can then benchmark this
information against the survey results. Business risks that might not have been immediately apparent
could come to the forefront, allowing organizations to address any gaps and ensure they are prepared.
If the last year in global news is anything to go by, the business world is in for an interesting ride and

those who can comprehensively adapt, prepare, and protect themselves will reap the rewards.

5 strategies for managing your global business

global risk
assessment and
mitigation

Complete a full risk assessment
and identify areas where gaps in
coverage may exist. Improve your
organization’s risk protection par-
ticularly against political violence
and upcoming legislative changes.
Clements Worldwide has experts
who can do a review of your com-
pany’s current risk plans and your
insurance portfolio to highlight
opportunities for savings while en-
suring your assets, your staff and
your finances are fully protected.

high-risk
notifications

Subscribe to a service that pro-
vides updates on safety, securi-
ty, medical and travel, as well as
political briefings on countries
where your company operates.
Additionally, most global travel
management companies can pro-
vide alerts when emergencies or
extreme events take place where
staff is travelling. Finally, visit www.
clements.com regularly, where you

can find a global risk map right on
the home page, with FCO and CIA
updates per country.

document

liability

exposures

For many industries, liability expo-
sure continues to be a key gap in
their business protection. As or-
ganizations become more global,
they open themselves up to law-
suits in numerous jurisdictions. A
U.S. - or European - based policy
may not be enough financial pro-
tection. For example, NGOs should
not assume their humanitarian
work will keep them protect-
ed from lawsuits. Organizations
should take a holistic approach to
liabilities, as most policies are nar-
row (auto liability, professional lia-
bility, crime and fiduciary liability,
etc.). Ensuring adequate coverage
is crucial.

staff
training

Make staff training a priority. Many
insurance programs, such as Kid-

nap & Ransom policies, can include
training from crisis consultants
for your company’s staff. Duty of
care is essential and at Clements,
we help organizations design staff
training plans, including assisting
your company’s staff in executing
training programs. Developing and
varying the training based on the
risk of the country where the em-
ployee will be relocated to, even
temporarily, is critical.

connect with
peers

Protecting staff and assets is a uni-
versal challenge among global or-
ganizations. Tools like the Clements
Worldwide Risk Index can help you
learn from organizations like yours
facing the same challenges. Many
organizations, including Clements
Worldwide, hold industry forums
to enable this type of networking.
The Overseas Security Advisory
Council (OSAC), part of the U.S.
Department of State, also offers
networking forums in Washington,
D.C. and abroad, to promote secu-
rity and safety.
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